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Ladies & Gentleman, Hackers & Geeks, you on what would
Nerds & Newbies you like to see in your
In India we were waiting to see any magazine

'hacking' magazine to come in life and the Moving further we
wait was getting little longer. So finaly need a lot of help form
ClubHack decided to come out with its own the whole informatio n
1st Indian "Hacking" Magazine called security community of
CHmag. the country to make

this a success. Rohit Srivastwa

We at ClubHack are very much excited
about the magazine and this fits into our
main objective of making hacking and
information security a common sense for a
common man.To start with we have the
sedions as mentioned in the table of
content below. We hope to add a lot of
sections in future, all we need is input from
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Forensic Analysis
Of Windows XP
Registry

Windows XP Registry

Windows stores configuration data in
registry. The registry is a hierarchical
database, which can also be described as a
configuration database. Configuration
database consists of the data which is
responsible for the functioning of the
operating  system The registry is
introduced to replace most text-based
configuration files used in earlier versions of
Windows

files,

such as .ini

operating systems,
autoexec.bat and config.sys files. The
registry contains mo st

settings for all the hardware,

operating system software, non-operating
system software, users, etc. Whenevea user
makes changes to Control Panel settings,
system policies, or installed software, the
changes are reflected and stored in registry.
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STRUCTURE OF WINDOWS

REGISTRY
The default Windows Registry Editor can be

opened by typing regedit in the RUN S}if
window. w2
The registry can be seegnj a
systemo. The 1 eft hand-;r:gan

known as the Key Pane) an organized listing
of what appears to be folders. The five most
hi erarchical folders a?% (
begin wi t h i H K®a¥olm for a n b b
Handle to a key). Although five hives are
visible , only two amongst them are actually
ireal o, which are HKEY
HKEY_LOCAL_MACHINE (HKLM). The

other three are shortcuts of two branches
within one of the two hives.

Each of thesefive hives is composed of keys,

which contain values and subkeys.

Keys: Registry keys are similar to folders 1

in addition to values; each key can contain
subkeys, which may further contain
subkeys, and so on. Keys are referenced
witl? fsyntadi dhfl® W WX R A% ws o
names, using backslashes to indicate levels

of Hierarchy. E.g.
HKEY_LOCAL_MACHINE \ Software\ Micr

osoft\ Windows. -
Values: Values are the names of certain
items within a key, which uniquely identify
specific values pertaining to the operating
system, or to applications that depend upon t
that value.
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Type:Each valueds type de segingsnThiseostkey is a link ty HK& \ SID,
of data that it contains. It is like the file wher e SI'D in t he consol e
extension in Windows Explorer. identifier. This branch includes

% Registry Edilor
fdo Cdt View Favorites |jidp

= 2 My Compedar Nare Type Oata

[ = 3 EV_QASSES_ROOT a2 Y(oef auty RCG_3Z (vaiue not set)

# ) HEY_CURRENT_USER R current REG_DWORD I>00000001 (1)

= J :.’c'ri.‘-::;:;;:a--nrc 23] Ok ot REG_DAWO2D IOOOOO001 (1)

— 2

8 53 SR Faded REG_DWORD 00000000 ()
= N = A LastxronGood REG_DWORD 000000002 (2)

< S -
» ) SOFTWARE
= ) SYSTEM
+ ] CortretSetoo]
# ) ContrelSetone
s ) CumrectContraiSet
) LastirownGoodRecovery
e —J MourtedDevices
s, -3 Select
* ) Setup
s 3 wea
= ) HEY _USERS
= ) HEY_QURRENT_CONFIG

= Hives Keys Values Type Data

My Compater\HKEY_LOCAL MACHINEVSYSTEMSclect

- Data: Each value can be empty or null or environment variables, desktop settings,
can contain data. The data usually network configurations, printers , and
corresponds to the type, except that binary application preferences.

' values can contain strings or anything else 3. HKEY_LOCAL_MACHINE (HKLM)

for that matter.
HKLM contains machine hardware -specific
Below are listed the five hierarchal hives as information that the operating system runs
shown in the figure above, with a brief
overview for each.
- on. It includes a list of drives mounted on
1 HKEY_CLASSES_ ROOT (HKCR) the system and generic configuration of
' installed hardware and applications.
HKCR contains two types of settings. The

first is the file associations that associate 4. HKEY_USERS (HKU)
2 . . :
3 different types of files with the programs
that can open, print, and edit them. The HKU contains configuration of all user
second is class registrations for Component profiles on the system, which concerns
Object Model (COM i which is a application  configuration, and visual
Microsoft centric interface standard for setting.
software componentry) objects. This root
key enables you to change a lot of the 5.HKEY_CURRENT_CONFIG (HKCC)
operating systembs behavior.
HKCC stores information ab:
2. HKEY_CURRENT_USER (HKCU) current configuration. |t

HKLM \ Config\ profile.
HKCU contains the-useonsole userbds per
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Registry hives and their supporting

files :
Registry Hive Supporting Files
HKEY_USERS NTUSER.DAT, NTUSER.DAT.LOG

HKEY_USERS/.DEFAULT

Default, default.LOG, default.sav

HKEY_LOCAL_MACHINE/SAM

SAM, SAM.LOG

HKEY_LOCAL_MACHINE/SECURITY

SECURITY, SECURITY.LOG

HKEY_LOCAL_MACHINE/SOFTWARE

Software, software.LOG, software.sav

HKEY_LOCAL_MACHINE/SYSTEM

System, system.LOG, system.sav

System file extensi

Registry files:

ons associated with

Registry Hive Description

No extension A complete copy of the hive data

Jog A log file that records the changes
to key and value entries in the hive

sav A copy of the hive file as it appeared
the initial installation of the 0S.

Registry Files and their typical

content:

Importance Of Registry Analysis

The registry is the heart and soul of the
Microsoft Windows XP operating system
and an exponential amount of information
can be derived from it. Due to vast amount
of information stored in Windows registry,
the registry can be a critical source for
potential evidential data.

Regidry Keys Of Forensic Values
HKCU \ Software \Microsoft \Windows
\ CurrentVersion \Explorer \ComDIg32
\ OpenSaveMRU

MRU is the abbreviation for Most -Recently-
Used. This Key maintains a list of recently
opened or saved files. Files like txt, .pdf,
Jjpg, .doc, .ppt, .avi etc. Subkey
contains the full file path to the 10 most
recently opened/saved files. Other subkey in
OpenSaveMRU contains more entries of
files which are grouped accordingly to file
extension.

HKCU \ Software \Microsoft \Windows

\ CurrentVersion \Explorer \ComDIg32

\ LastVisitedMRU

This key correlates to the OpenSaveMRU
key to provide extra information. Each
binary

registry value under this key contains a
recently used program executable filename,
and the folder path of a file to which the
program has been used to open or save it.

HKCU \ Software \Microsoft \Windows

\ CurrentVersion \Explorer \RecentDo
Ccs

This key also maintains list of files recently
executed or opened through Windows
Explorer. This key corresponds to
%USERPROFILE% Recent (My Recent
Documents). This key contains local or
network files that are recently opened and
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