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Itôs time to close your leaking taps!!! In this 

issue we will be covering the complex issue 

of data leakage and ways to prevent it . 

Since the issue of data loss is very 

complicated , an open source solution must 

be able to address this and that's the reason 

we love open source community so much. 

We will be having a look on the new tool 

OpenDLP to keep an eye on your data.  

  

Apart from DLP, which we have discussed 

in our techgyan & toolgyan, we also have 

our legal gyan of this month giving 

information about law pertainning to data 

theft & a real life case which happened in 

India. Let's see how the court reacted to this 

case. In our other regular sections , Mom's 

guide is looking at yet another email scam 

and command line gyan will give shortcuts 

of finding text/string in bunch of files in an 

easy way.  

  

And Yeh! good 

news for all you 

Geeks,Nerds and 

Hackers. Now you 

can  send in your 

articles to us and 

guess what we will 

publish it in y our 

very own CHmag. 

Send in your 

articles 

to info@chmag.in 

  

                                  

  

mailto:info@chmag.in
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Data Loss 
Prevention 

Introduction  
Information=Money! Information can be 

anything ïfinancial statements, health 

records of patients, source codes, 

intellectual property (IP ), trade secrets, 

design specifications, price lists - anything 

from which an organization  generates 

profits .  Information is one of the businessôs 

most important assets. 

Business requires accessing information 

from anywhere, anytime and on any device. 

This desire for information to be ófreeô leads 

to many security and management related 

challenges.  

Organizations are moving from securing IT 

infrastructure to securing Information. 

While a great deal of attention  has been 

given to protecting electronic assets from 

outside threats ï from IPS to Firewalls to 

Vulnerability management ï organizations 

are now turning their attention to an equally 

dangerous situation: the problem of data 

loss from inside. 

Data Loss Problem 
You may have got a complete arsenal of 

hardware and software, encryption and 

firewalls, IDS and IPS, to prevent any 

hacker, virus, malware or spyware from 

penetrating your defenses. From the outside 

you are invincible.  

Inside is a different story!  
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Inside, A Blackberry can be as dangerous as 

an internal spy. Your email server may 

become a superhighway for sending 

classified data to the outside world. An 

HTTP link can be a pipeline to the 

competition.  

The issue of data loss covers everything 

from confidential information  about one 

customer being exposed, to thousands of 

source code files for a companyôs product 

being sent to a competitor. Whether 

deliberate or Accidental, data loss occurs 

any time. Employees, consultants, or other 

insiders release sensitive data about 

customers, finances, intellectual property, 

or other confidential information (in 

violation of company policies and regulatory 

requirements).  

According to a survey, Employee error is 

now the fourth largest security concern in 

the enterprise ï behind malware, spyware 

and spam. With all the avenues available to 

employees today to electronically expose 

sensitive data, the scope of the data loss 

problem is an order of magnitude  greater 

than threat protection from outsiders . 

Sources of Data Leakage 
There are many ways through which 

confidential data or proprietary secrets can 

leave an organization via the internet: -  

¶ E-mail  

¶ HTTP (message boards, blogs and 

other websites) 

¶ Instant Messaging 

¶ Peer-to-peer sites and sessions 

¶ FTP 

Flash drives, USB Devices, mp3 players, cell 

phones, etc. are the most common 

electronic devices used to leak sensitive 

data.   

Data Loss Statistics  

The charts below are provided in óòas-isò 

format based on the current database 

maintained by Open Security Foundation 

and DataLossDB.org . 
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