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What is CSRF? 

A cross-site request forgery is an attack that 

involves forcing a victim to send an HTTP 

request to a target destination without their 

knowledge or intent in order to perform an 

action as the victim. The attack basically 

uses the session of an authenticated user 

and is also known as Session riding . 

The CSRF name was given to them by Peter 

Watkins in a June 2001 posting to the 

Bugtraq mailing list.  

CSRF outlined  
 First of all to understand what are forged 

cross-site requests (CSRF)? Cross-site 

request forgery is a Compromised end -

users currently log in at the Web application 

to perform the operation of non -intention of 

attack methods. As long as the attacker with 

some social engineering tricks, such as by e-

mail or chat software to send the link, the 

attacker will be able to force a Web 

application user to perform the selection 

operation of the attacker.  

For example, if users log in internet banking 

go to view their deposits, he did not quit the 

network banking system go enjoy their own 

forum go irrigation, if the attacker at the 

forum carefully construct a malicious link 

and to induce the user clicks on the link, 

then the user at the network bank account 

funds may be transferred to the attacker 

specified account.  

When CSRF attacks against ordinary users, 

the data will be the end-user and 

operational directives pose a serious threat; 

when attacks by the end user with an 

administrator account when, CSRF attacks 

will threaten the entire Web application.  

What kinds of applications 

are vulnerable?  

Pretty much all of them. Any application 

using HTTP GET, HTTP POST, HTTP PUT 

etc. without ensuring that the request came 

willfully from the authenticated user and 

not by some trick are vulnerable.  


