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Last month, Facebook introduced yet another changes
in their privacy setting, this time they allowed applications
and websites to have an access to general information
of the user. We have been seeing a series of changes
in facebook pipeline since long and whole timeline was
also published by Electronic Frontier Foundation which can |
be seen at http://www.eff.org/deeplinks/2010/04/
facebook-timeline/.In this issue we will be covering this
important policy and see how a normal user can be safe. . :
What are the changes expected by users in their privacy Deepranjan S More
setting to keep the data safe. Along with this, we have our regular sections under which we
are looking at a very new tool released in ClubHack2009 by our friend Lavakumar
called “Imposter”. Poster of the month is again on facebook privacy which was
designed by me. Yes! I’'m the graphics guy behind the magazine. Hope you like my creations :P
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What is CSRF?

A cross-site request forgery is an attack that
involves forcing a victim to send an HTTP
request to a target destination without their
knowledge or intent in order to perform an
action as the victim. The attack basically
uses the session of an authenticated user
and is also known asSession riding

The CSRF name was given to them by Peter
Watkins in a June 2001 posting to the
Bugtraq mailing list.

CSRF outlined

First of all to understand what are forged
cross-site requests (CSRF)? Crosssite
request forgery is a Compromised end-
users currently log in at the Web application
to perform the operation of non -intention of
attack methods. As long as the attacker with
some social engineering tricks, such as ly e-
mail or chat software to send the link, the
attacker will be able to force a Web
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application user to perform the selection
operation of the attacker.
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For example, if users log in internet banking
go to view their deposits, he did not quit the
network banking system go enjoy their own
forum go irrigation, if the attacker at the
forum carefully construct a malicious link
and to induce the user clicks on the link,
then the user at the network bank account
funds may be transferred to the attacker
specified account.

When CSRF attacks against ordinary users,
the data will be the end-user and
operational directives pose a serious threat;
when attacks by the end user with an
administrator account when, CSRF attacks
will threaten the entire Web application.
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What kinds of applications
are vulnerable?

Pretty much all of them. Any application

using HTTP GET, HTTP POST, HTTP PUT -
etc. without ensuring that the request came

willfully from the authenticated user and

not by some trick are vulnerable. P




