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We fear viruses so much that now we are
falling in for fake anti -viruses. This issue of
CHMag will try to put light on the issue of

Fake Anti-virus. This issue will cover more
insight on Fake Anti-viruses in Tech Gyan &
how to be safe from there. Accordingly even
I made the poster say "Don't click it, Don't

close it, Task manage it" and similar more
ways to prevent you from getting infected
with Fake Anti-virus in our Mom's Guide

section. Removing Fake Antivirus using
Malwarebytes in Tool Gyan.

rohit@clubhack.com

abhijeet@chmag.in
abhishek@chmag.in
deepranjan@chmag.in

pankit@chmag.in

varun@chmag.in
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Non related topics in
this issue will be
Cyber Squatting in
Legal Gyan and
secure file wiping in
command line.

BTW, are you
coming to meet
Bruce Schneier this
December

at http://clubhack.c
om/2010 ???
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Fake Antivirus

Introduction

A sudden injection of fear is a very useful

tool for getting people to do what you want.

While surfing the Web you must have seen
the above popup message or similar
advertisements. A free PC scan or an offer to
clean your computer which it claims to be

infected, is usually an attempt by fraudulent

person to install malicious

software(malware) such as Trojan horse,
keylogger , or spyware. Such software is
referred to as Fake Antivirus also known as
Rogue Antivirus. Googleanalysis of 240
million web pages over the 13 months of
study uncovered over 11,000 domains
involved in Fake AV distribution & or,

roughly 15% of the malware domains
detected on the weh

Possible names:

Antivirus XP, Antivirus 2009, Antivirus
2010, Security scan 2010, Winfixer,
DriveCleaner, Internet security 2010, XP

Antivirus Pro, XP-shield, PC Clean Pro,
Data Protection, etc

Possible Images

There are many variations of Fake Antivirus
from nano to pro till defenders and some
alerts and warnings. You can see them all
below.

Microsoft Security Warning

Antivirus 360 Web Scanner detected
dangerous spyware on your system!

Detected malicious programs can damage your computer and compromise
your privacy, Itis strongly recommended to remove them immediately.

Name Type Risk level
Q Spyware.JEMonster.b Spyware CRITICAL A
W Zlob.Pornadvertiser.Xplisit Spyware High
#' Trojan.InfoStealer.Banker.s Trojan Medium
v
Remove Al ]| Ignore ]

Windows Security Alert

Your computer is making unauthorized copies of your system and
Internet files. Run full scan now to pervent any unathorised access
to your files! Click here to download spyware remover ...

@ ‘Warning! Potential Spyware Operation!

Mo

Yes

i) Windows antivirus.
Windows has detected spyware infection!
1t is recomended to use special antispyware tools to prevent

data loss, Windows will now download and install the most
up-to-date antispyware for you

Click here to protect your computer from spyware!
Windnws Serrity Alerk




? ANG AntiYirus 09

© ANG AntiVirus 09

|

¥ Security Center

" ANG AntiVirus 09

Get full real-time
protection Now!

Full Windows XP Service Pack 3
Compatibility
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B registration (7 about

System info

Computer name: FOREMNSICS

'g‘_l g Dperating system: Windows P Professional
- )

Default browser: Windows® Internet Explorer

Low Medium High

Protection level: Low P—

To protect vour PC, phease register your version of ANG Antivirus, enable automatic
updates, and turn privacy Features on,

Last scan: 01,03,2009 05:40:34 Registration e-mail: Unregistreted

Total scans: 1 Registration code: Unregistreted

Last Scan Results: 14 threats have been Found
B update Now J ScanNow
Check vour computer For vinuses and

Download the |stest probection bo
help keep your PC safe other threaks

Learn how to ensure complete system protection with Windows Security

MORE REALIABLE
MORE EFFECTIVE
MORE PROACTIVE

Buy and download
our latest products

n—— ]
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- Scan - Unregistered

Antivirus Pro 2010

Protect your Windows OS

Antivirus Pro 2010: System scan Select All| Deselect All
% Home »
| File name ‘ Malware name
HKEY_LOCAL_MACHINE\Software\Classes\Interfacel{333C7BC5-4... Registry item
7 System Scan HKEY_LOCAL_MACHINE\Software\Microsoft\windows\Currenters... Registry item
C:\Program Files\Common Filesivepemani.bin BackWeblLite
CAWINDOWSberary. _dl Adware.IpWins

| Internet Securi
|y, iy

9) Personal Security

Personal Firewall \X/ Scan progress
Scanning S Remave
0w 1

with Antivirus Pro 2010

Path:  C:\WINDOWS\PCHEALTHIHELPCTRY, ..\00000202.query
Infections found: 4

&9 Protection level: LOW

Save report

¥ Windows Antivirus Pro

|

Windows Antivirus Pro  Heips Protect your PC

is in danger

<

& Scanning for viruses
| System Scan
Scanning:

% Privacy | ] Start

Path: C\WINDOWSYEHF_migf\KE9Z23561 update\update e: Object Scanning: 23

Q Update Please wait v

e Windows Antivirus Pro scans your system for malware and viruses

E?ﬁ Firewall Scan Results: @ 7 Infection Found
| Settings Software Type Alert level A
,,3' | ok
o 44 Trojan-Downloader.JS.Agent.crh
ﬁ’\ Enter Activation Key Alert level: High
: Thiz Trojan downloads other files via the Internet Trojan HIGH
and launches them for execution on the victim
machine. It is 1070 bytes in size.
44 Net-Worm.Win32.Kido.ih =
. Alert level: Medium
1 You SEG“'"E? Status: This netwoark worm spreads via local networks and Trojan HIEH b
At Risk F3 il |
y i E

Activate Protection Remove Threats

ClubHACKy,




Issue 91 Oct 201( Page- 6

¥ Antivirus 2010

Antivirus 2010

Stay protected from the latest threats

Antivirus 2010: Status

') 995(!“18(!1 Low Modium Yaugh
- @ FProtection level: low —
@ Security
Recommqtdclbm
, Cé Privacy e
& sodne @ Virus Protection © NOTFOLND ¥
(09 sottngs P Spyware Protection 3 O NOT FOND %
) General Security © NOTFOUND  »
' & ptomatic Updating , © NOTFOUND  ®

r Scan Now ] [ Update Now ]
Check your compuder fox viuses Dowrdoad the Latest pectection o
and other theests help keep your PC sale

Last scarx  10/772008 8:56:28 PM Regabaton emal Untegstered
= Get full real-time protection
with Antivirus 2010 | Totd scans 3 Fegslisbon code Untegstered

If you use the Internet, there is over 90%
@ chance your co ‘erted with

; WINDEFENDER 2009

spyware destruction tool

Get rid of mailware now!

Our antispyware tool will protect your PC from malicious software, spam and data-loss

=
]
B Spyware, ke a virus, is a malicious software planted on your PC by 30 6c ]
- a third party in order to secretly monitor what you do online,
Once your browsing habits are analyzed, you are flooded with I"d‘l“ed 7226 records about new threats! New rootkit
endless Commercials, Popups and Spam from inside your PC! =
Spyware also dramatically siows down your computer and Internet S
connection speeds, Spyware collects your private information and il ot
steals your identity, passwords, credit card details and other Added 5283 records about new threats! New rootkit
financial data, list!
20 Aug 2005
f | Added 5283 records about new threats! New rootkit
H list!
) Click here to start free scan =
! 20 Aug 2008
Added 5283 records about new threats! New rootkit
list!
X i I
windefender 2009 was designed from the core as a single, highly-optimized engine that works as a
unified Anti-Threat system to protect against a broad spectrum of malware. Viruses, worms, spyware,
and other malicious attacks, which are constantly evalving. We detect tomorrow's threats in real-time,
by analyzing code execution for malicious intent - keeping you ahead of the malware-writers,
e

» Start your protection now!
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% Antivirus Pro 2010 - Unregistered version

Antivirus Pro 2010

Threat found
Alert

Object:
HKEY_LOCAL_MACHINE\Software\Classes\Interface\{052338C 14-

AGE 1-11D0-9A84-00C04FD8DBF 7} \WumMethods, 4

Threat:
Email-Worm.]S.Gigger

Comment:

This is a dangerous worm. It replicates using Outiook, Outlook Express and mIRC.
The worm is written in JavaScript and Visual Basic Script (VBS). It contains
destructive payload routines that are able to format the user's hard disk after
reboot, and can delete all files on all available disks....

[ Get Protection Now! }[ Allow Threat ]

ClubHACKy 3

(® UltimateCleaner 2007 - Unregistered evaluation copy ek

@) Ulfimate Cleaner =~ O Lo me @

Scan Report

Scan Result: 1575 privacy violations found!

IltimateCleaner has finished scanning, You may review the resulks below,

Simple Scan Report | Detailed Scan Report
Sulner ability Severity

[v| Clean Forms sutoComplete Severe
[¥| Clean URL passwards stored in Internet Explarer Critical
[v| Cookies Severe
[v| Downloaded Components Critical
[¥| Internet Explarer Cache Critical
[v| Internet Explorer Histary Severe
[¥| Typed URLs Severe
[v] wisited Links History Critical
[v| Microsoft Metmeeting Severe

| Use secure delete when deleting files during a clean

Uncheck &l Check Al Save Repart To File... “, Clean Selected Items
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ﬁ Nano Antivirus

NanoAntivirus @. = N
Settings

Scan&cClear

Update

Mano Antivirus Scan For Malware And Remove Detected Threats

—— Scan & Clear

| Stop Scan ] | Pause ] EERGLCE ISR > Remove Threats & Register
= Current Operation

Filesystem scan. This may take a few minutes.

C:ibinpspasswd.exe 7070

™ Antimalware Database = =

Known threats: 11302 Last update: NS4

= Malware Threats Found =

Threat name Description Status Severity Location —
Win32 fPcclient Win32.Pcclient is a famil... Infected! in memory
Win32.Galorion ... Galorion variants contac... Infected! in memory =
Win32Z sCadux.BS Win3Z /Cadux.BS is a troj... Infected! @ Very high in memory
Lineage ABQ Password Capture: & va... Infected! in memory 1
LdPinch v A variant of the Key Los... Infected! in registry

iy Win3Z.Xombe. & Win3Z fXombe.Download. .. Infected! @ High in registry
WiN32Z S Luder.K Win32 fLuder.K is a worm... Infected! @ High in registry N7

Mote: Double click on item for more information

Copyright 2005-2005 Mano Antivirus. Visit our site at http: 7/ fvoww, nanoantivir.com £

Internet Antivirus Pro [5_(]

. “¢Y Internet Antivirus Pro *if‘l’j- ", sussort B Home

- status: nning. wait |
Xy j Cleanup b
o MName File Type Threat level
M\ -
ol €3 Trojan-IM.Win32.Faker.a  CAWINDOWS\systern32\driversiw... Trojan Low
= €3 Wirus. Win32.Faker.a CAWINDOWS \system3241033dwe...  Virus Critical
- c Updates €3 Trojan-PSW.BAT.Cunter  C:\WINDOWS\systern32\spoolidri...  Virus Critical
e €3 Trojan-PSwW.VBS Half C:\Program Files\Yahoo!\Cormmont... Spyware  Critical
- Wb Seftings €3 Trojan-PSW.Win32.ant... CAWINDOWS\srchasstymsgr3en.dl  Virus Medium
— i
2 Scanned files: C:\Documents and Settings\MNetworkService), 30843
Your security &3 Infected files: 5
status: At Risk
Recommended: Click “Cleanup” .
Enter activation key nd delete malicious files Cleanup
*
- !
. Action:  Scanning ‘ Database: 2.3.9.2 12/9/2008 Update 0S5 Windows XP  RAM: 375 MBytes




“E IRRD €S 2030.ComSCCSIN 2 NTT =377 Cm 260; 5w 29; G2 e G00; hreb00
& To help protect your securty, [rternet Expiorer blocked this site from downioading Fles to your computer, Cick here For coticra.., .

System Tasks
View system informaton
is Add of remove programs.

GChmgeasenn;s tiord

@ rard deve (C2)

Other Places

g My Network Places
O My Documents
o Shered Deauments
B, Control Paned

Security

How can a sysyem get infected?
The most common way Fake Antiirus
software gets on your system is the result of
you clicking on  malicious link in an
advertisement or similar pop-up message.
The advertisement or the pop-up is usually
alarming, made to get your attention and
attempt to convince you to scan your PC @
clean it immediately with the given tool. The
given tool is mostly very cheap and
sometimes free too hence making the user
to use it. If you click to a link you might link
to a website similar to one in the image to
the left . As you see in the imageabove this
is on a web browser, it is not on screen from
my computer but the website designer
makes it look like my computer. You will
also notice that it shows 100% scanning for
Virus, but when you want to do scan using
online scanner, then it must install some

| Sared Dodumemis
° 5 Viruses found

° 9 Veuses found

Viedons Seanty
Secunty s affected by virus

x Your Computer is infected

Recommend: Clck "Start Protecton” button to erase M treats

!"/I My Doduments
Q 4 Viruses fou

Chedang: c'\Documents and Settings'Defaut User\Appicaton Dataperfho0s.dat

. © WARNING 2

Name Type Threat level
@ Trojan-Downloader.Win32.5malldge s High ~
¥ Magic DVD Ripper Virus Hagh

9 WoS/Elkem F-Secure Vs rugh

U W32 Mypics. Worm. 36352 virs edawm

¥ Backdoor.Wn32.Haxdoor.gu Vs Hiph 3
- .. - - - .

component in your PC, usually Active X, but
here it did not ask you to install anything
and scanner cannot detect Malware when
nothing is installed inside the PC. Mostly
user will get tricked and press start
protection to remove the threats which
actually do not exist. Then the browser will
pop up a message that says program wants
to install do you wants to continue, then the
user again tends to say yes and hence falling
into the trap.

ClubHACKy 3




Infection Vectors

1.Exploit kits

There are exploit kits which are released
targeting pdf vulnerabilites. On e of the
recent one is Phoenix. The Fake Antivirus
spread is made through Phoeni x
kit . Phoenix Exploitos
downloader exe.exe which establishes a
connection to a particular host from which

it downloads and executes the fake
antivirus.

Phoenix Exploit’s Kit

nter your password

2.Spam emails

Fake Antivirus is usually sent to the victim
as a attachment or a link in a spam message.
The spam messages use social engineering

techniqgues such
wi f e phot os o, Ay ou
ecardo, etc t o trick

attachment or click on the link.

3.Search engine optimization
poisoning

Search Engine Optimization is a process of
improving the visibility of the website to
improve its ranking and traffic thus
appearing among the top search results. The

Issue 97 Oct | Page -

attackers target the popular search terms
and when the users search for these terms
the results will redirect users to malicious

website.

4 .legitimate looking websites

Exp While segrching for agenuine Antivirus, the
k Fake AY

may, gpgear ingthe seagch tesyt

which IooEs like a legitimate one.

5.Social Networking Sites

Social Networking sites such as Orkut,
Facebook, Twitter, etc can also be used to
post the link to the users like a post saying
After checking out the reviews of many
professionals | decided to use the following
AV: http:// AV.com and thus giving
out link which leads to Fake AV website.

6.Fake Codecs

Codecs are often designed to emphasize
certain aspects of the media, or their use, to

be encoded.Thus codecs are needed to play
media files some types of media files.

Attacker use this method by Making fake

codecs which infact is a Fake AV installer

and thus trick the users to install Fake AV.

7.compromised websites

Users can sometmes be redirected to Fake
AV websites by browsing legitimate websites
which have been compromised, where
IFRAME codes have been injected or even
some malicious advertisement in

afd  yi@urscpmpfomided 'websied fay lead to the

h ainst8llation of FakeiAv. € d an
t he user s to run t he
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Effects o f Fake Antiv irus on your

computer

Fake Antivirus can affect your computer in
various ways, It makes changes to the
system on which it is installed by installing
malwares hence controlling and monitoring

t he user o0s actions an

credentials like credit card details,
passwords, etc. The malware may also use

t he user os system as
compromising other systems in your

network. It may flood your system with pop -
up windows with false or misleading alerts.

It may also slow down your system, corrupt

files, disable updates of windows, disable
legitimate antivirus and block some

websites hence preventing the victim to visit
legitimate antivirus websites. It may also

alter system files and registry entries so that
even if you remove the Fake AVsome of the
infected files and the registry entries may
remain and due to this after reboot the Fake
AV may again be activated.

Pankit Thakkar
pankit@chmag.in

rib

ClubHACK




Full Windows XP Service Pack 3
Compatibility

Scan your system for free now @

Preventing Fake
Antivirus

Introduction

The threat of viruses has increased and
computer users have fear of getting affected
with viruses thus the attackers knowing this
concern of users attackers have come up
with this Fake Antivirus which you may
come across while surfing the internet
through pop-ups or advertisement or
through a link on your mail which claims
that your system is infected and this AV will
cl ean up your
actually it offers no security and instead
affect your computer with malwares. Users
should be aware d this threat since not only
it affects your system but also a user can
compromise on their credentials like credit
card details or their important passwords.
One important thing they should keep in
mind is a legitimate antivirus company
would never market its product using pop-
ups or emails.

system.

Issue 97 Oct | Page -

Mom’s GUIBE

" latest prc

How to Identify a Fake AV

1. You may get a popup alert warning
you that your system is infected and
it claims to clean up your system or
similar fear injecting pop -ups. As |
said before a genuine antivirus
would never advertise using pop-
ups.

2. You may be invited for a free
security scan.

3. You may come across an
advertisement clean your system or
to clean your registry or to enhance

your comButer performance, etc.
Donot e f ool ed!

4. You may come across a website
which claims that it has scanned
your computer and asks you to
download a software.

5. If an attempt is made through e-mail
the message is not addressed to the
user receiving the mail instead it
would be like to the account holder,
dear customer, etc.
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2 My Computer - Micreseft Internet Explorer

@M O MW @G Pues Joreem @ 3-5F B A
s | i) o fidocgpe. cnj22{Aad= 14300 o
s ._]coocn &) Barracuda Real Time Protection System @] WusTotal ) Spyware @] spam

System Tasks ~ Loumu(C) vuxdo-sc(o)

() View system nformation @ 32 trojans

35 Add or remove programs »
DVOD-RAM (F1) Shared Documents A
Change 3 settings b of
o @ P tesen P

System errors detected. To prevent data lost system scanning is started

[.-I.-IlIl.III'.I.IIIII.....I...

e Internet Antivirus Pro Warmning!

changes malicous. m&mmﬁmmuwmm
by spyware to trof privacy or damage your computer.
Privacy informa
Spyware has stol Name Aleet level
the
el & Trojen-IM.Win32.Faker.a o -
Cry: Campbell W Virus Win32.Faker.a High
1P Address: 64.23 & Trojan.PSW.BAT ach

[Pemowﬁl][ Ignore ]

To close the pop -up
If you come across a popup claiming you
are infected, what would you do? Close it by

6. As you can see in the aboveimage
this is on a web browser, it is not on
screen from my computer but the

ClubHACKy 3

website designer makes it look like clicking on X.o ? that
my computer. :ilnd the\last mlst?k?.
AiCancel 0 or even AX0 o
7. Injecting fear into the users mind of the pop-up. If You click it you will open
and prompting 6Buy ihe deor dgoh malwarg vag ,somg of the
genuine antivirus always lets you malwares are designed in such a way that
download a free version before you any of those buttons can activate it. What
buy it. should you do then? First close the browser,

then If you using windows:
8. If your system has been infected, the

Fake AV would slow down vyour 1. Press Ctrl + Alt + Del and open the
system. task manager.

9. Other signs of infection include new 2. Scroll down the dialog box and find
wallpaper, new desktop icons, the name of the pop-up window and
change of your default homepage, select it. K

even when you are not online pop-up

alerts may appear. 3. After you have selected it, click on

the end task.

If you using Mac press Command + e
Option + Q + Esc to force quit.

o

e



Fake Antivirus prevention tips:

1.

2.

10.

11.

12.

Issue

Think before you click on a link.

Dondét open an email
unless you are sure about the source.

Do not click on the pop-ups alerts.

Use browsers like Mozilla which

block the pop-ups. For Mozilla, goto
tools -> options. Click on the content
tab, and uncheck Enable JavaScript.

Check out the list of Fake Antivirus

to be aware of them.

Pankit Thakkar
pankit@chmag.in

Do not download freeware unless
you are sure about the source.

Check on search engine before
downloading anything.

Keep your antivirus updated. Also
use a good firewall.

If your antivirus software does not
include antispyware software, you
should install separate software with
antispyware support.

Turn off ActiveX and scripting or
prompt their use thus if you visit a
compromised website accidently this
would not allow the scripts to run.

Disable JavaScript on adobe acrobat
reader. To do this, click on Edit ->
Preferences-> JavaScript and
uncheck Enable Acrobat JavaScript.

Regularly scan and clean your
computer.

T Oct

| Page -




Malwarebytes to
remove Fake
Antivirus

Introduction

To remove Fake Antivirus and similar
malwares you can use Malwarebytes. It is
easy to use and effective. For removing Fake
Antivirus it is not necessary to buy the full
version, the free version is sufficient. You
can download the free version of malware
bytes from http://www.malwarebytes.org/
Support for Windows 2000, XP , Vista, and
7 (32-bit and 64-bit).

If you are infected with Fake Antivirus boot

the computer in safe mode. Once you have
downloaded malwarebytes, double click the
downloaded file and follow the steps to
install the application on your system. Once
the application is installed, double click on

the malwarebytes icon on your desktop to
start the program.

Update

If you did not check for tht updates during
the install process, go to the updates tab
where you can see the current database
version, associated date and the number of

gnatur es.
updat e

mal war e S i
Updateso to

”
Malwarebytes' Anti-Malware

=

Update
The updater allows you to update the software and
database to the latest version.

Q

Current database information:

Date: 9/20/2010
Database version: 4662
Fingerprints loaded: 282042

[ Check for Updates ‘

Register ] l Purchase Exit

C

t he

(S

MY

3—31
)
=
T
L
=
@)



http://www.malwarebytes.org/
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to be scanned, select the one which you
want to be scanned and click Scan.

i .-
¥y
G
.
=]
c
0
Q
&
g
[15]
=
o
=
")
o
o
>
z
[
=
)
I
>

Full scan — &

CIlubHACK

Downloading: 5.45 MB [26%]. Select the drivels] o scan.
— _ Drrives -
¢ - ’ . &, o =
Scanning [ e N
Once the application database is updated, E SE?\

you can start the scan. You can either go for [0 gy HY
' a quick scan or a full scan. Select one of | "' "
them, click on Scan to start the scan. If you
_ go in for a full scan you will see the pop-up
window as shown in the fig. to the right
asking you to choose which drives you want

" Malwarebytes' Anti-Malware -_ I. = | = Lﬂhr

-

"--f?MaIu.lar'EbgtES’

Scanrer | Fraotection I Update I Quarantine I Logs I lgrnore List I Settingz Moare Tools I Abaut

Scanner
The zoanner can find and remowve malicious zoftware present on pour system. Pleaze select a zcan type
and click "'Scan'. Flease cloze all unneceszzamy applications to improve scan performance.

— Fleaze zelect a scan type below,
>
P ;
K ' Perform quick scan
- & quick scan utiizes our unique fast scanning technology to zcan pour systermn for malicious software.

@ Perform Full scan
A full zcan will zzan all filez on the zelected drive(z] & quick zcan iz recommended in most cazes.

Perform flash scan

= i A, flazh zcan will analyze memone and autorun objects. Itz only available to our licenzsed users.
[ Scan ]
[ Renister ] [ Purchaze E =it
4
L -




Scanner Frotection Update Cluarantive Logs lghore List Settings taore Toolz About
W - : ; . Cu PR ; - . ;
! Malwarebytes' Anti-Malware I,i:hj

The scan completed =i
Objects zcanned: 209
Objects infected: 10

. Thescan completed successfully. Click 'Show Results' to display all
! infected objects.

Scan type: Quick zcan

Time elapzed: 5 zecond(z]

Currently scanning: | -
The scan completed successfullp. Click 'Showe Results' to display all infected objects. _::3

Show Reszults |

| Register | | FPurchasze | E =it ]

Once the scanning is completed,

malwarebytes will display the number of Removal of the malware

objects scanned, the number of objects Click on AShow Resul't y
infected and the time taken as shown in the below window displayed with the list of

above image. Click on frmgawarest foundcwitlo stselocatihneon syaua n

completed message. Ssystem. For now ANo ac on

for all da infected objects so that you can
check if anything has appeared in the list

e

Malwarebytes' Anti-Malware

“‘“‘. J
y V . ’
1/ W Malwarebytes
Scanner Frotection pdate [uarantine Logs Igniore List Settings kore Tools bt
Scanner
T Belaw iz a list of malicious zoftware Faund on vour spstern. Claze all unneceszary applizations to ensure successiul
threat rernonval.
Wendor Category Item Other Action taken -
ﬁ%ﬁ: Mahware. Tool File E:vhackin toolz\Hacking tools [Cazi]hH... Mo action tak...
w@ﬁ: Hacktool.Ke... File E:vhackin toolz\Hacking tools [CazilhH... Mo action tak... E
w@ Malware. Tool File E:%hackin toolz\Hacking tools [Casi]hH... Mo action tak...
w@ BackdoorlR... File E:%hackin toalz\Hacking tools [CazisH... Ma action tak. ..
w@ Hacktool.Ke.. File E:Shackin toalz\Hacking tools [CasisH... Ma action tak. ..
@ Malware.Tool File E:%hackin toolz\Hacking tools [CasisH... Mo action tak. .
ﬁ%ﬁ: Backdoor.IR... File E:vhackin toolz\Hacking tools [Cazi]hH... Mo action tak...
2l % Bflaheemens Temal  Cil- [ =LY PR PPN N PN BN PHESR PN P | e LY N | hlm —mbmen k=l T
| Remove Selected | | lghiore | | Save Log | | b ain benu
| Reqigter | | Purchaze | [ E xit
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which you dondét want to remove.
go through the list and checked the objects,

click AfRemewWe Se&l ecemove t he
malware from your system. The below

image shows how the removal process looks
like.

Once you

. After Malwarebytes is
done with removal of
malwares, it will
S automatically display
o a scan log as shown
wF beside.




