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We fear viruses so much that now we are 

falling in for fake anti -viruses. This issue of 

CHMag will try to put light on the issue of 

Fake Anti-virus. This issue will cover more 

insight on Fake Anti-viruses in Tech Gyan & 

how to be safe from there. Accordingly even 

I made the poster say "Don't click it, Don't 

close it, Task manage it" and similar more 

ways to prevent you from getting infected 

with Fake Anti -virus in our Mom's Guide 

section. Removing Fake Antivirus using 

Malwarebytes in Tool Gyan. 

 

 

Non related topics in 

this issue will be 

Cyber Squatting in 

Legal Gyan and 

secure file wiping in 

command line.  

BTW, are you 

coming to meet 

Bruce Schneier this 

December 

at http://clubhack.c

om/2010  ???  

  

http://clubhack.com/2010
http://clubhack.com/2010
http://clubhack.com/2010
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Fake Antivirus 

Introduction  
A sudden injection of fear is a very useful 

tool for getting people to do what you want. 

While surfing the Web you must have seen 

the above pop-up message or similar 

advertisements. A free PC scan or an offer to 

clean your computer which it claims to be 

infected, is usually an attempt by fraudulent 

person to install malicious 

software(malware) such as Trojan horse, 

keylogger , or spyware. Such software is 

referred to as Fake Antivirus also known as 

Rogue Antivirus.  Google analysis of 240 

million web  pages over the 13 months of  

study uncovered over 11,000 domains 

involved in Fake AV distribution ð or, 

roughly 15% of the malware domains  

detected on the web. 

Possible names: 
Antivirus XP , Antiv irus 2009,  Antivirus 

2010, Security scan 2010, Winfixer, 

DriveCleaner, Internet security 2010, XP  

 

 

Antiv irus Pro, XP-shield, PC Clean Pro, 

Data Protection, etc 

Possible Images  
There are many variations of Fake Antivirus 

from nano to pro till defenders and some 

alerts and warnings. You can see them all 

below. 
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How can a sysyem get infected?  
The most common way Fake Antivirus 

software gets on your system is the result of 

you clicking on  malicious link in an 

advertisement or similar pop -up message. 

The advertisement or the pop-up is usually 

alarming, made to get your attention and 

attempt to convince you to scan your PC or 

clean it immediately with the given tool. The 

given tool is mostly very cheap and 

sometimes free too hence making the user 

to use it. If you click to a link you might link 

to a website similar to one in the image to 

the left . As you see in the image above this 

is on a web browser, it is not on screen from 

my computer but the website designer 

makes it look like my computer. You will 

also notice that it shows 100% scanning for 

Virus, but when you want to do scan using 

online scanner, then it must install s ome  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

component in your PC, usually Active X, but 

here it did not ask you to install anything 

and scanner cannot detect Malware when 

nothing is installed inside the PC. Mostly 

user will get tricked and press start 

protection to remove the threats which 

actually do not exist. Then the browser will 

pop up a message that says program wants 

to install do you wants to continue,  then the 

user again tends to say yes and hence falling 

into the trap.  
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Infection Vectors  

1.Exploit kits  

There are exploit kits which are released 

targeting pdf vulnerabilities. On e of the 

recent one is Phoenix. The Fake Antivirus 

spread is made through Phoenix Exploitôs 

kit. Phoenix Exploitôs kit spreads a Trojan 

downloader exe.exe which establishes a 

connection to a particular host from which 

it downloads and executes the fake 

antivirus.  

 

2.Spam emails  

Fake Antivirus is usually sent to the victim 

as a attachment or a link in a spam message. 

The spam messages use social engineering 

techniques such as ñpassword resetò, ñ your 

wife photosò, ñyou have received an 

ecardò,etc to trick the users to run the 

attachment or click on the link.  

3.Search engine optimization 

poisoning  

Search Engine Optimization is a process of 

improving the visibility of the website to 

improve its ra nking and traffic thus 

appearing among the top search results. The 

attackers target the popular search terms 

and when the users search for these terms 

the results will redirect users to malicious 

website. 

4.legitimate looking websites  

Whi le searching for a genuine Antivirus, the 

Fake AV may appear in the search result 

which looks like a legitimate one. 

5.Social Networking Sites  

Social Networking sites such as Orkut, 

Facebook, Twitter,  etc can also be used to 

post the link to the users like a post saying 

After checking out the reviews of many 

professionals I decided to use the following 

AV: http:// _____ AV.com and thus giving 

out link which leads to Fake AV website. 

6.Fake Codecs 

Codecs are often designed to emphasize 

certain aspects of the media, or their use, to 

be encoded. Thus codecs are needed to play 

media files some types of media files. 

Attacker use this method by Making fake 

codecs which infact is a Fake AV installer 

and thus trick the users to install Fake AV. 

7.compromised websites  

Users can sometimes be redirected to Fake 

AV websites by browsing legitimate websites 

which have been compromised, where 

IFRAME codes have been injected or even 

some malicious advertisement in 

compromised websites may lead to the 

installation of Fake AV.  
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Effects o f Fake Antiv irus on your 

computer  
 Fake Antivirus can affect your computer in 

various ways, It makes changes to the 

system on which it is installed by installing 

malwares hence controlling and monitoring 

the userôs actions and steal the user 

credentials like credit card details, 

passwords, etc. The malware may also use 

the userôs system as a platform for 

compromising other systems in your 

network. It may flood your system with pop -

up windows with false or misleading alerts. 

It may also slow down your system, corrupt 

files, disable updates of windows, disable 

legitimate antivirus and block some 

websites hence preventing the victim to visit 

legitimate antivirus websites. It may also 

alter system files and registry entries so that 

even if you remove the Fake AV some of the 

infected files and the registry entries may 

remain and due to this after reboot the Fake 

AV may again be activated.  
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Preventing Fake 
Antivirus  

Introduction  
The threat of viruses has increased and 

computer users have fear of getting affected 

with viruses thus the attackers knowing this 

concern of users attackers have come up 

with this Fake Antivirus which you may 

come across while surfing the internet 

through pop-ups or advertisement or 

through a link on your mail which claims 

that your system is infected and this AV will 

clean up your system. Donôt be fooled! 

actually it offers no security and instead 

affect your computer with malwares. Users 

should be aware of this threat since not only 

it affects your system but also a user can 

compromise on their credentials like credit 

card details or their important passwords. 

One important thing they should keep in 

mind is a legitimate antivirus company 

would never market  its product using pop-

ups or emails.  

 

 

 

 

 

How to Identify a Fake AV  
1. You may get a pop-up alert warning 

you that your system is infected and 

it claims to clean up your system or 

similar fear injecting pop -ups. As I 

said before a genuine antivirus 

would never advertise using pop-

ups.  

2. You may be invited for a free 

security scan. 

3. You may come across an 

advertisement clean your system or 

to clean your registry or to enhance 

your computer performance, etc. 

4. You may come across a website 

which claims that it has  scanned 

your computer and asks you to 

download a software. 

5. If an attempt is made through e-mail 

the message is not addressed to the 

user receiving the mail instead it 

would be like to the account holder, 

dear customer, etc. 
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6. As you can see in the above image 

this is on a web browser, it is not on 

screen from my computer but the 

website designer makes it look like 

my computer. 

7. Injecting fear into the users mind 

and prompting óBuy it right nowô, a 

genuine antivirus always lets you 

download a free version before you 

buy it.  

8. If your system has been infected, the 

Fake AV would slow down your 

system. 

9. Other signs of infection include new  

wallpaper, new desktop icons, 

change of your default homepage, 

even when you are not online pop-up 

alerts may appear. 

 

To close the pop -up 
If you come across a pop-up claiming you 

are infected, what would you do? Close it by 

clicking on ñXò ? that would be your first 

and the last mistake. Donôt click on ñNoò or 

ñCancelò or even ñXò on the top right corner 

of the pop-up. If You click it you will open 

the door to malware as some of the 

malwares are designed in such a way that 

any of those buttons can activate it. What 

should you do then? First close the browser, 

then If you using windows:  

1. Press Ctrl + Alt + Del and open the 

task manager. 

2. Scroll down the dialog box and find 

the name of the pop-up window and 

select it. 

3. After you have selected it, click on 

the end task. 

If you using Mac press Command + 

Option + Q + Esc to force quit. 
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Fake Antivirus prevention tips:  
1. Think before you click on a link.  

2. Donôt open an email attachment 

unless you are sure about the source. 

3. Do not click on the pop-ups alerts. 

4. Use browsers like Mozilla which 

block the pop-ups. For Mozilla , go to 

tools -> options. Click on the content  

tab, and uncheck  Enable JavaScript. 

5. Check out the list of Fake Antivirus 

to be aware of them. 

6. Do not download freeware unless 

you are sure about the source. 

7. Check on search engine before 

downloading anything.  

8. Keep your antivirus updated. Also 

use a good firewall. 

9. If your antivirus  software does not 

include antispyware software, you 

should install separate software with 

antispyware support. 

10. Turn off ActiveX and scripting or 

prompt their use thus if you visit a 

compromised website accidently this 

would not allow the scripts to run.  

11. Disable JavaScript on adobe acrobat 

reader. To do this, click on Edit -> 

Preferences -> JavaScript and 

uncheck Enable Acrobat JavaScript. 

12. Regularly scan and clean your 

computer.  

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

Pankit Thakkar  
pankit@chmag.in  
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Malwarebytes to 
remove Fake 
Antivirus  

Introduction  
To remove Fake Antivirus and similar 

malwares you can use Malwarebytes. It is 

easy to use and effective. For removing Fake 

Antivirus it is not necessary to buy the full 

version, the free version is sufficient. You 

can download the free version of malware 

bytes from http://www.malwarebytes.org/  

Support for Windows 2000, XP , Vista, and 

7 (32-bit and 64-bit).   

If you are infected with Fake Antivirus boot 

the computer in safe mode. Once you have 

downloaded malwarebytes, double click the 

downloaded file and follow the steps to 

install the application on your system. Once 

the application is installed, double click on 

the malwarebytes icon on your desktop to 

start the program.  

 

 

Update  
If you did not check for tht updates during 

the install process, go to the updates tab 

where you can see the current database 

version, associated date and the number of 

malware signatures. Click on ñCheck for 

Updatesò to update the database. 

http://www.malwarebytes.org/
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Scanning 
Once the application  database is updated, 

you can start the scan. You can either go for 

a quick scan or a full scan. Select one of 

them, click on Scan to start the scan. If you 

go in for a full scan you will see the pop-up 

window as shown in the fig. to the right 

asking you to choose which drives you want 

to be scanned, select the one which you 

want to be scanned and click Scan.  
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Once the scanning is completed, 

malwarebytes will display the number of 

objects scanned, the number of objects 

infected and the time taken as shown in the 

above image. Click on ñOKò to close the scan 

completed message.  

 

 

Removal of the malware  
Click on ñShow Resultsò you will see the 

below window displayed with the list of 

malwares found with i ts location on your 

system. For now ñNo action takenò is listed 

for all da infected objects so that you can 

check if anything has appeared in the list 
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which you donôt want to remove. Once you 

go through the list and checked the objects, 

click ñRemove Selectedò to remove the 

malware from your system. The below 

image shows how the removal process looks 

like.  

 

After Malwarebytes is 

done with removal of 

malwares, it will 

automatically display 

a scan log as shown 

beside. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


