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Hi Readers! | am Sagar Nangare, a webmaster for ClubHack magazine.
It is my task to upload the magazine and maintain the website. With
release of every issue | am learning exciting features in network & web
security. | hope you too are experiencing the same.

This time also we are continuing malwares theme. In Tech Gyan section
you will learn about headlines newsmaker threat low profile botnets.
Android based hot topics like - Android Malwares in Tool Gyan &
Maldroid in Moms Guide. In Matriux Vibhag you are going to introduce
with open source web security tool called Websecurify & in Legal Gyan section Sagar is
explaining a very serious issue - the law relating to child pornography in India. | hope this issue
will turn out a pure knowledge feast to you all.

Sagar Nangare

As you may be knowing, this year we are coming up with 5th edition of ClubHack Conference.
This reminds me, 15th Oct is the last date of Paper submission for ClubHack 2011 Conference.
Have you submitted you paper? If not get it done fast ;) And yes, sponsorship for event are wel-
comed :)

This time with the launch of new issue, we are applying new look to CHMag website. | hope this
new change will provide you better experience while reading articles.
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Low Profile
Botnhets

A

The term O6Botnetdé was
headline news last year. It continues to
dominate the ever changing threat
landscape of cyberspace. Whether it is
Conficker, Aurora, NightDragon or the
latest ShadyRAT attacks, Botnets continue

to haunt cyberspace.

With millions of such "Zombie" machines
under its control, it is not difficult to see the
criminal appeal of Botnets. From stealing
your credit card or banking details to
spamming, espionage, extorting money
through DDoS (distributed denial -of-
service) attacksi all that and more can now
be carried out with just a few mouse clicks i
thanks to DIY Botnet kits like Zeus/SpyEye.

Some of the Botnets attacks rad reached
such a large scale that it prompted the
security industry to take up new initiatives
to tackle such a problem on global scale.
There was an industry-wide collaboration to
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information about such threats.
tracking websites like

share
Botnet
http://www.abuse.ch/ were set to monitor

the Bots Control servers and | SP O s
notified to take down such bot controlling
servers.

Bui noteall Bothetseatg ¢reated eqyally jand
many with great potential do not spread as
widely and become as popular. Some may
even spread and yet remain under the radar
by being silent, waiting for instructions to
show their potential. While others tha t have
a small Internet footprint might be useful as
prototypes for future variants with more
damaging consequences. As with the
security industry, the bad guys also learn
and resort to new tactics to make sure they
stay one step ahead in this multi-millio n
dollar underground market. There are many

l ow profile ABot O ma
infect on mass scale but do use some smart
techniques to evade the detection.

A few days back, | stumbled upon one such
interesting piece of malware -
Win32/Mofksys.A , which according to
Microsoft is a worm type of malware that
spreads via network shares, removable
drives, and by email. Initially it may seem as
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http://www.abuse.ch/
http://news.softpedia.com/news/Microsoft-Takes-Down-the-Waledac-Botnet-135937.shtml
http://news.softpedia.com/news/Microsoft-Takes-Down-the-Waledac-Botnet-135937.shtml
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?name=Worm:Win32/Mofksys.A
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just another malware, but interestingly it is

using Googl ebs Code
Command and Control (C&QC)
infrastructure. Once executed, apart from
doing all the nasty stuff, one of the activities
of this worm is to fetch its configurat ion and
component files. These are being stored
with extension as .gif on Google Code
servers.

ﬁ e_xgcmd{}?

Eroject Horme Dowmnloads Wik

Search | Cument downloads =] for

Filemame ¥ Siminary + Labels +

crmisy s gif

Fpicsys gif JIpicsysgil

While this is not new, using public services

p dkeg @vdtter, Fawebodk @rsGoogleifar Isosting

Seanch

the C&C is a great way to ensure that the
controls channels stay low on the radar as
well as away from content filtering software
thus ensuring longevity of the malware.
Another Trojan Win32.Katusha, a variant
belonging to the famous Rouge or Fake
Antivirus malware family, cleverly uses a

Search projects

Figure 1. Win32/Mofksys worm using Google code pages
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Figure 2 : Katusha Trojan using DNS TXT Queries
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http://research.zscaler.com/2010/09/google-code-hosting-website-used-to.html
http://www.virustotal.com/file-scan/report.html?id=44b1a201982e69c60ce4d674b1184596db67c80a0bd21aac9066425587bcfb76-1290600969
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DNS TXT query to hide its communication
with its control servers and so does the
| at est Mor t o
worm designed to spread using Remote
Desktop (RDP).
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from being faked or spoofed. Instead, the
malware authors found an interesting way

wor m whi c hto make usenof tidisofhciity s ausing @ Fo

their C&C. It allows text (up to 100 bytes) to
be sent as part of DNS responsewhich is

| Page -

good enough for the malware authors to

A DNS TXT record is rarely used DNS type send encoded commands to its bots.

which was designed to store human
readable information for SPF (sender policy
framework) records and to prevent emails

ClubHAC K
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Figure 3 : Morto Worm using DNS TXT Query as a C&C channel



http://www.zeroconf.org/Rendezvous/txtrecords.html
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Normally, all perimeter devices like Using this technique allows the malware
firewall s/ I PS6s woul d bauthar torcdntrof witmaky danyt nachigeuesen d
and inspect HTTP traffic but blindly allow behind highly secured networks. Malware
any type of DNS queries to be sent out. authors are quick to latch on to such ideas

even if they are discussed casually on
security forums.

rages: |1] Lo Down ml

Author Topic: Dropping tools and malware using DNS (Read 1869 times) ‘

0 Members and 1 Guest are viewing this topic.

jimbob PO Dropping tools and malware using DNS
Sr. Member N « on: June 09, 2010, 06:27:49 AM »
P % % % ¢
L] offline Hi,
I blogged about the notion of using DNS TXT records to delivery binary files to a
Posts: 414 compromised system. Here is the link...
. = qf o
Nimhalfpenny.blogspot.com/2010/06/delivery-your-malware-by-dns-http
I hope it's interesting to the folks here. ::‘E
Regards, L‘E)
Jim ﬂ
=
e ~ =
9]_ Logged
Ketchup >\ Re: Dropping tools and malware using DNS
Hero Member « Reply #1 on: June 09, 2010, 07:11:37 AM »
PR X BX B £ § A
LJ Offline Jim, that's an interesting idea! [ believe that the individual TXT record size
limitation is 255 characters. You can can get some fairly large file encoded this l I

Posts: 1006  ,ay, especially if you are splitting them up like you are. DNS even takes care of
dealing with UDP traffic. Very nice!

3'1_ Logged

Eb Ketchup
yatz '>> Re: Dropping tools and malware using DNS
Full Member « Reply #2 on: June 09, 2010, 07:41:04 AM »

A
LJ Offline That's really interesting! How do you suppose you would get the record on the
Boste: 108 DNS server? Maybe something inside a trusted dynamic DNS update?

osts: 19

3'1 Logged

"Live as though you would die tomorrow, learn as though you would live
forever.”

&P

Sec+, Net+, Linux+, MCSa, MCTS, CCNA

jimbob ¢S, Re: Dropping tools and malware using DNS

Sr. Member &  « Reply #3 on: June 09, 2010, 09:34:47 AM »

P ek X g :
L] Offline Quote from: yatz on June 09, 2010, 07:41:04 AM

How do you suppose you would get the record on the DNS server? Maybe
something inside a trusted dynamic DNS update?

] You could add the records to a domain you have own, or to a zone file on a
m‘;m‘_ compromised DNS server, I'm not sure about dynamic DNS but that would be a

Posts: 414

Figure 4 : Forum discussions on using DNS TXT Query for malware delivery f



http://jimhalfpenny.blogspot.com/2010/06/delivery-your-malware-by-dns-http-is.html

D However, not all bot-authors are skilled

5’5 professionals and sometimes, inexperienced
:"‘E script kiddies can cook up a decent sized
(| Botnet with the help of few scripts, in hours.

ClubHA

As is the case with  backdoor
Win32/Penepe. A whi ¢ h miors thant a
bunch of utilities and a VB script put
together in a self-extracting archive to make
the affected system act as a proxy.

il l']h. umerts and Settings| Adminkstrator | Desktap ) algvhs - Notepad ++ L4
el LIl X4 EIEE: SUEDEEDEE sy 200
] ] lﬂtﬂl
server =
usernanes
passvoEds
Get o3b = Createdbiect(” ]
intHighPort = 3000
intLovPoet = G3000
Randosize
ipePoet = Inc{{intHighPore ipclowPore + 1) + Fnd + intlowPoge)
tinal = " I &intPort
final = final + " taervert +usernamet +pazsvord
set ofev = oSh.Environment( 1
oEmv{ “2EEF 3 . p=1
o%h, hug Teis( ¥, 0, False
obnv. Remove( "SEE_HASK NG } [ €2\ Documents and Settings\ Administrator... Bl E1

Fie Edt Vew Faveetes Tooks bep

AR R

Copy Move Oelste Info

¢ my

] A Edrat Test

[ oments sl ettrosidnriratriDesens 7

objFileCopy.Copy (atartuplnkp

Figure 5: Win32/Penepe - a self extracting archive of utilities

After digging a bit deeper into their server, |
was surprised to find more than 400 active
systems communicating with the C&C
server, which is a pretty high number for
such a trivially constructed bot.

So, not everything needs to be as
sophisticated as a Conficker or a Zeus
Trojan. Malware authors will always find

new and innovative ways to make money
and stay ahead in the arms race. With social
networks and smart phones making their

way in the cyber space and adding to the
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chaos, | would say this is just the beginning
of Botnet (r)evolution!

N

Neeraj Thakkar
Dah4cker@gmail.com

www.twitter.com/dah4cker

[ - N
Set obJF30 = Createdbject( F ] jm R mm 1
3et objFolder = obiF30, detFalder( " il Desssee 4080 |

ebjFoldet, Atteibutes = cbjFfoldes,heteibutes R 2 3 ok octor ]

el m

irm 1612
Do While 1
a0E gve=gRtoblest] }
sluerys
set cprocssve.execqueryiafuery) 1 ﬂ
1niprocecpros. count t can be more than 1 1 ehinct(s) ssiacted 612 | i

A Threat research enthusiast who has
been involved in the field of Network
& Information security for more than

8 years with a career span that

includes working on designing
complex security solutions,
Malware/Threat Research and

performing security assessments. He
extends his passion for Network
Security  through  his blog -
http:/ /hypersecurity.blogspot.com/
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Introduction to Android

& Demystifying the platform:
N An d r0|d M alware Android is a mobile based operating system

based on the Linux kernel. Android

McAfeedbs first g ustated e r aqplwaru%gl%velopers Mvréterp{lmarlly int he
that, with six million unique samples of Java language, controlling the device via
recorded malware, Q1 2011 was the most Google-developed Java libraries.

active first quarter in malware history

b ) _ ' The Android compiler suite compiles the
McAfee stated that Android devices are developer's Java files into class files, and

7 becoming malware havens with Android then the class files are converted into dex
being the second most popular environment files. Dex files are bytecode for the Dalvik

for mobil e malware behind Symbian in the VM which is a non-standard JVM that runs

first quarter. Android applications. The XML files are

converted to a binary format that is

optimized to produce small files. The dex

files, binary XML files, and other resources

are needed to run an application and are
packaged into an Android package file.

These files have the extension .apk, but they
are just ZIP archives. Once the APK package
is generated, it's signed with a developer's
key and uploaded to the Android Market

through Google's website from a user can
download these ak files and install it on

their Android device.

In this paper we are going to take you
through the various phases soto understand

how and what are these malwares exactly
made up of. We will first start with a
background of Android and then move on to

the basics of Android package architecture
and later analyze an Android malware in

complete detail.



http://www.businesswire.com/news/home/20110531007227/en/McAfee-Q1-Threats-Report-Reveals-Surge-Malware
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There are currently more than 2million Step Il
downloadable applications in the central
repository of android applications run by
Google and android applications can also be
downloaded from other third -party sites.

Now, we are going to extract the
iCalendar.apk file using Winzip to see the
contents of the .apk file.

. EE=)
Requirements: (5|1 » Mabware Reseach » iCalencr » ~ [ #3][ Search iCalendor )
1 Tool to unpack .apk file : Winzip OQH I"C'“déi"'fwr;m it ikl pe———— = JJ =
1 Tool to convert .dex to jar file : B Desicop o e IS/ 139 AN Filflde
dex2jar ol e e A
1 GUI Tool for java decompiling : JD- | = wome e B —— e
GUI T
1 Sample android malware for analysis || 7. '
_ 3
Detailed Steps: Figure 2 i:
>
Step I: Here we see the .dex and the .xml file which )
we discussed in the earlier part of the -

To start off the malware analysis procedure —_
we first download a sample android u-D
malware. For this article | will use Step Il S

2

article.

iCalendar.apk which was one of the 11

suspicious applications removed from the The next step will be to get a better view of
Android market because it was found to the code wusing the o0de j
contain a malware as per Gagdet Media. dex2jar toolkit does is, is converts the
Dalvik executable .dex files into the Java
A scan of the application on VirusTotal class files.
revealed a detection rate of 46.5% as show
in the figure. We just drop the 6cl as

application into the d

perform the conversion using the command:

- VI RUS Virustotal is a service that analyzes suspicious :
files and URLs and facilltates the quick defection deXZJaI‘. bat classes.dex
of viruses, worms, trojans, and all kinds of malware
‘ TOTAL detected by anfivirus engines. More irformation.. B Administrator: C\Windows\system32\cmd exe |£‘E|éj

-

0T Communty user(s) with a total of 0 reputation credi(s) say(s) this sample is goodwiare. 0 VT Communty T Community
user(s) with & total of 0 reputation credi(s) say(s) this sample is malware,

File name: iCalendar.apk ] f

Submission date: 20110714 19:27:39 (UTC) -
Current status finished not reviewed
Result 20143 (46.5%) Safely soore: - i

Figure 2 Figure 3



http://code.google.com/p/dex2jar/
http://java.decompiler.free.fr/?q=jdgui
http://java.decompiler.free.fr/?q=jdgui
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— This createsthefile6cl asses. dex. d&e@Vj ar . j ar 6
in the same directory.
With the complete source of the application
=EEH| in front of you, you can perform the actual

@'\_/ﬁ‘ « dedjar-00.710-SNAPSHOT » dedjar-00.710-SNAPSHOT » v‘&,“ Search dexJjar-0.07.10-SNAPSHOT | anaIySIS of the source and see If SOmethlng
Organize ¥ |% Open v Sharewith v Bum New folder =~ [ ﬂ IS amlssl
¢ Favorites * Name ’ Date modified Type Size
Ml Deskto lib File folder . .
e [ ws | We  notce class  file  named

Rt ] e wdl ) 6 Sms Recei ver . cémed swérd whi ch
PV dejar b2 Windows Batch File ) ) . .
2 Ubrais D) dergimsh SHFie 168 because as this is a Calendar application
| Documents %] dex2jar-dump.bat Windows Batch File 1KB
P s D) dez-omet . - there should not be any need of a
& Pictures | LcensE o TAT File 128 SmsReciever.
" B Videos [ NOTICE 5t TXT File 1K8
#a, | setclasspath.bat Windows Batch File 1KB
qtonego On further inspection of the source code of
- classes.dex.dexjarjar Date modified: 7/15/20111:32 AM Date created: 7/15/20111:32 AM 7 . A
L =] Executable Jar File Size: 139 KB (0] S ms R ecel ver . c I asso 1 we f
three numbers which are 1066185829 |,
Figure 4 1066133 , 106601412004 andlook rather
_ suspicious, like there is an attempt to block
L any messages from these numbers coming
. Step IV to the Android mobile device that has this
. To see the readable format of the class files, application installed and running.
o, we make use of JDGUI. Open the
' 6cl asses. dex. dex2GUar . |
(% Java DEcnmpMev-R.dass‘ ‘'R T ] 0 |
File Edit Navigate Search Help
2| ® 5|
4 dlasses.dex.dex2jar.jar X ¥
o = $‘”m Rdass X ¥
- tg :;Tcn:‘:"r:jdar’md‘ads package com.mj.iCalendar; -
-?.-I A IJ—'E public final class R
. - [J] SmsReceiver i
- 1J] iCalendarst public static final class attr
" i) iCalendars2 {
» - [J] iCalendar public static final int backgroundColor = 2
o public static final int keywords = 21307
. _" public static final int primaryText(
—'_', i public static final int r
F i public static final int s
. public static final int t
- )
public static final class drawable
{ public static final int co:

public static final int 1
public static final in

public static final int i1 Flgure 6

public static final int 11

public static final int 12 = 2130

public static final int 13 = 2130837510: At

Figure 5 After Googling these numbers, we found out

that they are High premiu m rate SMS

This gives you a systematic view of the numbers which belong to China Mobile.
complete source code of the android
application.
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o
e - i Y
L =~ e 1066185829

1066185829
Transport business:

Mumber types: mobile service providers (SP) number
Report

-Tips -

MNumbers beginning with 106 is the SP's short message service number, which 10657 and
10658 atthe beginning of the self-senvice numbers are China Mobile, China Unicom 10655 is
the beginning of self-service number, 10658 is the beginning of China Telecom, self-semnice

numaoer.

Search | | Report

Mumber of searches: 6times
Report number: 0times
Mumber of comments: 0

Created: 2011-05-12

u =3
- -

The first most suspicious thing we notice is

We will try and understand why the
application tries to suppress delivery reports
from these numbers in later steps.

Figure 7

Figure 8

Step VI:

Once done with the 6éSmsRecei

move on to the analysis of the code of next
class file i.e. o6iCalendar

cl

ver .cl asso

asso.

in the showlmg() function. Once there are 5
clicks there is a call to a function sendSms().

we

o

Y

L)

VA

K
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